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ABSTRACT  

 A network helps with the smooth running of a 

business. With a network, you can easily share 

information with the whole organization. Networks 

make business operations easier to maintain, but it 

also comes with a security risk because your 

network can become susceptible to network attacks 

and network security threats.  

Network security incorporates various 

technologies, processes, and devices into a broad 

strategy that protects the integrity, confidentiality, 

and accessibility of computer networks. 

Organizations of all sizes, industries, or 

infrastructure types require network security to 

protect against an ever-evolving cyber threat 

landscape.The security is a most important part of 

every network design. Planning, building, and 

operating a network, it should understand the 

importance of a strong security rule. Network 

Security is a security rule that defines what people 

can and can't do with network components and 

resources. The fundamental purpose of a network 

security is to protect against attacks from the 

Internet. There are many different ways of 

attacking a network such as: Hacker attacks 

whereby a remote Internet user attempts to gain 

access to a network, usually with the intention to 

destroy or copy data. The major attacks to network 

security are passive attack, active attack, distributed 

attack, insider attack; close in attack, Phishing 

Attack, Hijack attack, Password attack etc. 

However a system must be able to limit damage 

and recover rapidly when attacks occur. So there 

are various solutions when any of above attacks 

occurs. Some of the common solutions of these 

attacks are firewalls, user account access controls 

and cryptography. The first major challenge for 

network security is the rapid evolution of the cyber 

threat landscape. Technologies evolve quickly, and 

attackers find new ways to infiltrate and exploit 

corporate networks, requiring businesses to 

implement new defenses to protect their networks. 

 

I. INTRODUCTION 
Network security starts with 

authenticating, commonly with a username and a 

password. Once authenticated, a firewall enforces 

access policies such as what services are allowed to 

be accessed by the network users. Though effective 

to prevent unauthorized access, this component 

may fail to check potentially harmful content such 

as computer worms or Trojans being transmitted 

over the network. Antivirus software or an 

intrusion prevention system (IPS) helps to detect 

and inhibit the action of such malware. An anomaly 

based intrusion detection system may also monitor 

the network like wires traffic and may be logged 

for audit purposes and for later high level analysis. 

Communication between two hosts using a network 

may be encrypted to maintain privacy. With an 

increasing amount of people getting connected to 

many networks, the security threats that cause very 

harm are increasing also. Network Security is a 

major part of any network that needs to be 

maintained because information is passing through 

or passed between many routers, computers etc. 

and it is very vulnerable to attack. 

In the past, hackers were highly skilled 

programmers who understood the details of 

computer communications and how to exploit 

vulnerabilities. Today almost anyone can become a 

hacker by downloading tools from the Internet. 

These complicated attack tools and open networks 

have generated an increased need for network 

security and dynamic security policies. 

 

Network Attacks: 

Network attacks are actions (usually 

unauthorized) taken to destroy or gain access to an 

organization’s information on their network. After 

https://fcit.usf.edu/network/chap1/chap1.htm#:~:text=A%20network%20consists%20of%20two,satellites%2C%20or%20infrared%20light%20beams.
https://cloudinfrastructureservices.co.uk/how-to-perform-a-cyber-security-risk-assessment-template/
https://cloudinfrastructureservices.co.uk/why-you-need-a-dmz-in-your-network-and-how-it-works/
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gaining access to an organization’s information, it 

is either stolen or used for any other disruptive 

activity. Network attacks are usually targeted at 

the nodes of a network. When these nodes get 

attacked, it becomes easy to access an 

organization’s network through different types of 

attacks. 

 

 

 
 

Ways to Attack on security 
Classes of attack might include passive 

monitoring of communications, active network 

attacks, close in attacks, exploitation by insiders, 

and attacks through the service provider. 

Information systems and networks offer attractive 

targets and should be resistant to attack from the 

full range of threat agents, from hackers to nation 

states. A system must be able to limit damage and 

recover rapidly when attacks occur.  

 

 Passive Attack  
A passive attack monitors unencrypted 

traffic and looks for clear text passwords and 

sensitive information that can be used in other 

types of attacks. Passive attacks include traffic 

analysis, monitoring of unprotected 

communications, decrypting weakly encrypted 

traffic, and capturing authentication information 

such as passwords. Passive interception of network 

operations enables adversaries to see upcoming 

actions. Passive attacks result in the disclosure of 

information or data files to an attacker without the 

consent or knowledge of the user.  

 

 Active Attack  
In an active attack, the attacker tries to 

bypass or break into secured systems. This can be 

done through stealth, viruses, worms, or Trojan 

horses. Active attacks include attempts to 

circumvent or break protection features, to 

introduce malicious code, and to steal or modify 

information. These attacks are mounted against a 

network backbone, exploit information in transit, 

electronically penetrate an enclave, or attack an 

authorized remote user during an attempt to 

connect to an enclave. Active attacks result in the 

disclosure or dissemination of data files, DoS, or 

modification of data. 

 Distributed Attack  
A distributed attack requires that the 

adversary introduce code, such as a Trojan horse or 

back: door program, to a ―trusted‖ component or 

software that will later be distributed to many other 

companies and users Distribution attacks focus on 

the malicious modification of hardware or software 

at the factory or during distribution. These attacks 

introduce malicious code such as a back door to a 

product to gain unauthorized access to information 

or to a system function at a later date.  

 

 Insider Attack  
An insider attack involves someone from 

the inside, such as a disgruntled employee, 

attacking the network Insider attacks can be 

malicious or no malicious. Malicious insiders 

intentionally eavesdrop, steal, or damage 

information; use information in a fraudulent 

manner; or deny access to other authorized users. 

No malicious attacks typically result from 

carelessness, lack of knowledge, or intentional 

circumvention of security for such reasons as 

performing a task. 

 

 Close in Attack  
A close in attackinvolves someone 

attempting to get physically close to network 

components, data, and systems in order to learn 

more about a network Close: in attacks consist of 

regular individuals attaining close physical 

proximity to networks, systems, or facilities for the 

purpose of modifying, gathering, or denying access 

to information. Close physical proximity is 

achieved through surreptitious entry into the 

network, open access, or both.  

One popular form of close in attack is 

social engineeringin a social engineering attack; the 

attacker compromises the network or system 

through social interaction with a person, through an 

e:mail message or phone. Various tricks can be 

used by the individual to revealing information 

about the security of company. The information 

that the victim reveals to the hacker would most 

likely be used in a subsequent attack to gain 

unauthorized access to a system or network.  

 

 Phishing Attack  
In phishing attack the hacker creates a 

fake web site that looks exactly like a popular site 

such as the SBI bank or PayPal. The phishing part 

of the attack is that the hacker then sends an e-mail 

message trying to trick the user into clicking a link 

that leads to the fake site. When the user attempts 

to log on with their account information, the hacker 

https://www.solarwinds.com/resources/it-glossary/network-node
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records the username and password and then tries 

that information on the real site.  

 

 Hijack Attack  
Hijack attack in a hijack attack, a hacker 

takes over a session between you and another 

individual and disconnects the other individual 

from the communication. You still believe that you 

are talking to the original party and may send 

private information to the hacker by accident. 

Some more of the most prevalent types of network 

security attacks any IT professional should be 

aware of include the following: 

 Data Theft: Also called data exhilaration, data 

theft occurs when an attacker uses their 

unauthorized access to obtain private 

information from the network. Attackers 

frequently use stolen login credentials to read 

protected files or steal the data while it is in 

transit between two network devices. 

 Malware Attacks: A malware attack occurs 

when a malicious code (malware) inserts 

undesired, unauthorized software onto a 

network device. Malware can easily spread 

from one device to another, making it very 

difficult to get rid of entirely. 

 Password Attacks: Any type of attack that 

involves someone attempting to use a 

password illegitimately is considered to be a 

password attack. The hacker may obtain access 

either by guessing, stealing or cracking a 

password. 

 Social Engineering: These attacks use 

deception and falsehoods to convince others to 

give up private information, such as an account 

password, or to violate security protocols. 

Social engineering attacks often target people 

who are not tech-savvy, but they may also 

target technical support staff with false 

requests for help. 

 

Network Security Threats: 

Any threat to the data on a network is 

known as a network security threat. There are 

numerous types of network security threats, but it is 

important to understand some basic concepts about 

network security threats. As stated, any threat to 

the data in a network is a network threat, but these 

threats also come in different categories. 

 

 
Categories Of Network Security Threats 

 

External Security Threats 

Just like the name implies, these are 

threats organized and sent by other organizations in 

an attempt to either damage or destroy your 

network. This external threat is usually executed 

with the plan to destroy the business operations of 

your network. 

 

Internal Network Security Threats 

These are threats on a network that arise 

from within the organization itself. These threats 

are usually from an employee or a spy who has 

managed to infiltrate an organization and gain 

access to its network. With this internal access, 

they destroy and damage a lot of data on the 

network. Your organization’s network risks getting 

an internal security threat if you do not properly vet 

the people you employ.  

 

Structured Threats 

Structured threats are usually well-planned 

threats created and sent by professional cyber 

criminals or attackers. These threats usually follow 

a pattern of well, planned attacks that focus on a 

particular goal. If the goal is to steal data, the threat 

is usually developed to fit this particular goal and is 

usually effective. 

 

Unstructured Network Security Threats 

Unlike structured network security threats, 

unstructured threats do not have a particular goal in 

mind and are not developed with precision. 

Amateur cyber criminals or attackers usually carry 

out this type of threat. 

 

Types Of Network Security Threats 

If you own a network, there are 

many threats to which this network is susceptible. 

A network is presented with many security threats 

based on the level of security available. Therefore, 

the tighter your security, the lesser the chance of 

a network security threat.  

One thing to understand is that network 

security threats are constantly evolving. This 

https://cloudinfrastructureservices.co.uk/what-is-hyper-v-network-passthrough-and-how-it-works/
https://cloudinfrastructureservices.co.uk/top-12-best-cloud-security-tools-to-secure-your-cloud-tech-stack/
https://cloudinfrastructureservices.co.uk/how-to-setup-apache-webdav-server-access-on-ubuntu-20-04/
https://cloudinfrastructureservices.co.uk/how-to-setup-apache-webdav-server-access-on-ubuntu-20-04/
https://cloudinfrastructureservices.co.uk/how-to-setup-apache-webdav-server-access-on-ubuntu-20-04/
https://cloudinfrastructureservices.co.uk/zscaler-vs-crowdstrike-cyber-security-providers-whats-the-difference/
https://www.trendmicro.com/vinfo/us/security/definition/cybercriminals
https://www.trendmicro.com/vinfo/us/security/definition/cybercriminals
https://www.trendmicro.com/vinfo/us/security/definition/cybercriminals
https://www.javatpoint.com/types-of-cyber-attackers
https://cloudinfrastructureservices.co.uk/how-machine-learning-is-used-in-cybersecurity/
https://cloudinfrastructureservices.co.uk/how-machine-learning-is-used-in-cybersecurity/
https://cloudinfrastructureservices.co.uk/hyper-v-best-practices-configuration-networking-security/
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evolution means they are getting much more 

complex and better at damaging a network once 

they are introduced to it. This damage is especially 

true if you have low network security. With low 

security, you are exposed to the different types of 

threats below: 

 

Malware 

As explained earlier, malware is software 

designed specifically to disrupt and damage a 

network. Malware can be sent to your network by a 

malicious party such as a virus or worm. If it gets 

anywhere close to a network, it rapidly spreads 

throughout this network while damaging all 

existing data the network might have stored.  

 

Phishing 

 
 

Phishing  

Is a method used by cyber criminals to 

trick people into opening suspicious links and 

filling in their information. This information can 

now be stolen by cybercriminals and used to cause 

damage. On a network, phishing works by gaining 

information about a network and using this 

information to infiltrate the network to either cause 

damage to data or steal more data.  

Many professional cyber criminals usually 

carry out this method, which requires a lot of 

patience. It is among the most popular methods in 

the cyber attack world. Phishing targets a particular 

network node or the whole network itself. 

 

DDOS Attack 

DDOS, known as distributed denial of 

service attack, is usually done by making a 

particular network resource or service unavailable 

to its users. This denial disrupts the workflow of an 

organization, and it can cause a network to crash 

due to the inability to access certain services on 

that network. This attack is usually carried out by 

professional cyber criminals who have no other 

intentions than to bring down a particular 

organization’s network 

Ransom ware 

Ransom ware works almost the same as 

malware, but the difference here is that ransom 

ware encrypts all the data on a network and holds it 

captive. This data captivity forces the network’s 

organization to pay a ―ransom‖ to the network 

attacker before they gain access to their network 

again. Ransom ware is usually sent the same way 

malware is sent — through suspicious files, links, 

and sometimes through phishing. 

 

 
 

The easiest way to protect a network from 

an outside attack is to close it off completely from 

the outside world. A closed network provides 

connectivity only to trusted known parties and 

sites; a closed network does not allow a connection 

to public networks. As they have no Internet 

connectivity, networks designed in this way can be 

considered safe from Internet attacks. However, 

internal threats still exist. Network security is the 

key to keeping that sensitive information safe, and 

as more private data is stored and shared on 

vulnerable devices, network security will only 

grow in importance and necessity.  

 

II. SOLUTION ON SECURITY ATTACKS 
The recommendations to protect your company 

against Phishing and Spear Phishing include: 

1. Never open or download a file from an 

unsolicited email, even from someone you know 

(you can call or email the person to double check 

that it really came from them)  

2. Keep your operating system updated  

3. Use a reputable antivirus program  

4. Enable two factor authentications whenever 

available  

5. Confirm the authenticity of a website prior to 

entering login credentials by looking for a 

reputable security trust mark  

6. Look for HTTPS in the address bar when you 

enter any sensitive personal information on a 

website to make sure your data will be encrypted. 

 

 

 

https://www.fortinet.com/resources/cyberglossary/computer-virus
https://softwarelab.org/what-is-a-computer-worm/
https://www.google.com/amp/s/www.webopedia.com/definitions/phishing-meaning/amp/
https://cloudinfrastructureservices.co.uk/how-ai-is-used-in-cyber-security-benefits-of-artificial-intelligence/
https://cloudinfrastructureservices.co.uk/top-10-dns-attack-types-and-how-to-prevent-an-attack/
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Some of the most common types of network 

security solutions include: 

Antivirus Software: Antivirus software can be 

installed on all network devices to scan them for 

malicious programs. It should be updated regularly 

to fix any issues or vulnerabilities. 

Encryption: Encryption is the process of 

scrambling data to the point of unintelligibility and 

providing only authorized parties the key (usually a 

decryption key or password) to decode it. This 

way, even if data is intercepted or seen by an 

unauthorized user, they are unable to read it. 

Firewalls: Firewalls are a software 

program, hardware device or combination of both 

that blocks unsolicited traffic from entering a 

network. They can be configured to only block 

suspicious or unauthorized traffic, while still 

allowing access to legitimate requests. 

Multi-Factor Authentication: Multi-factor 

authentication is simple: users must provide two 

separate methods of identification to log into an 

account (for instance, typing in a password and 

then typing in a numeric code that was sent to 

another device). Users should present unique 

credentials from two out of three categories — 

something you know something you have and 

something you are — for multi-factor 

authentication to be fully effective. 

Network Segmentation: Network 

segmentation involves breaking down a larger 

network into various subnetworks or segments. If 

any of the sub networks are infiltrated or 

compromised, the others are left untouched because 

they exist independently of each other. 

 

 Security measures  
A state of computer "security" is the conceptual 

ideal, attained by the use of the three processes: 

threat prevention, detection, and response. These 

processes are based on various policies and system 

components, which include the following:  

1. User account access controls and cryptography 

can protect systems files and data, respectively.  

2. Firewalls are by far the most common prevention 

systems from a network security perspective as 

they can (if properly configured) shield access to 

internal network services, and block certain kinds 

of attacks through packet filtering. Firewalls can be 

both hardware: or software based.  

3. Intrusion Detection Systems (IDSs) are designed 

to detect network attacks in progress and assist in 

post attack forensics, while audit trails and logs 

serve a similar function for individual systems.  

4. "Response" is necessarily defined by the 

assessed security requirements of an individual 

system and may cover the range from simple 

upgrade of protections to notification of legal 

authorities, counter attacks. In some special cases, 

a complete destruction of the compromised system 

is favored, as it may happen that not all the 

compromised resources are detected. 

 

 Preventing network attacks  
There is also Denial of Service (DoS) and 

distributed DoS attacks resulting in loss of services 

such as email, Internet connectivity or causing 

servers to run almost at a standstill. A correctly 

configured firewall will prevent most attacks and 

may use a combination of the following processes 

to offer protection:  

1. Steal the network: This is a process in which the 

firewall effectively 'hides' the protected network so 

that it does not appear on the Internet.  

2. Packet inspection technology analyses each 

packet as it travels through the firewall to make 

sure that it is legitimate and that the source and 

destination of each packet are valid.  

3. Network Address Translation (NAT): NAT 

removes the IP addresses of computers behind the 

firewall and replaces them with a single public IP 

address.  

4. Closing unused ports: Depending on the 

configuration of the firewall unused ports, often the 

subject of hacking attacks can be closed. 

 

 Protection of Network from Cyber 

Attacks 
1. Install IDS/IPS with the ability to track floods. 

2. Install a firewall that has the ability to drop 

packets rather than have them reach the internal 

server. The nature of a web server is such that you 

will allow HTTP to the server from the Internet. 

You will need to monitor your server to know 

where to block traffic.  

3. Have contact numbers for your ISP's emergency 

management team (or response team, or the team 

that is able to respond to such an event). You will 

need to contact them in order to prevent the attack 

from reaching your network's perimeter in the first 

place.  

4. Ensure that HTTP opens session’s time out at a 

reasonable time. When under attack, you wish to 

reduce this number.  

5. Ensure that TCP also time out at a reasonable 

time.  

6. Install a host based firewall to prevent HTTP 

threads from spawning for attack packets. 

 

III. NETWORK PROTECTION TIPS 
Grant Access Sparingly 

Always be aware of who has access to 

your network or servers. After all, not everyone in 
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your organization needs to be able to physically or 

electronically access everything on your network. 

Don’t give blanket access to every employee in 

your organization; only give out what information 

is necessary to help reduce the chance of 

unauthorized access, purposeful or unintentional 

tampering, or security breaches. 

 

Follow Password Best Practices 

It’s a basic principle, but following 

password best practices is a simple and highly 

effective way to maintain network security. Many 

people create passwords that aren’t strong, reuse 

previous passwords and don’t use unique 

passwords for each of their accounts. Encourage all 

employees to follow password best practices, 

especially for their work accounts, as it can help 

keep everyone’s data safe. 

 

Secure Servers and Devices 

Physically protect your servers and your 

devices. Keep them in a safe location, and do not 

grant general access to this room or area. Be sure 

the room is locked when it’s not in use and keep an 

eye on the area when it is unsecured or in use. 

 

Test Your Security 

You should never assume that your 

network is completely secure. Continually test 

and troubleshoot your network to see what is 

substandard or to identify any vulnerability. Be 

sure to make fixes and updates as needed. 

 

Prevent Network Attacks and Network Security 

Threats: 

By now, you should understand the effects 

that a network attack would have on your network. 

It is important that you prevent these network 

attacks and also network security threats. 

Otherwise, your network may get disrupted or 

damaged while losing all of your data. Below are 

steps to prevent network attacks and network 

security threats: 

 

Segregate the Network 

You must divide your network into 

different sections. These sections are divided, 

based on the security needs of each section. 

Segregation helps minimize a cyber attack’s effect 

if it succeeds. The effect of a cyber attack will only 

be limited to one section of the network instead of 

the whole network. 

This segregation will frustrate attackers 

and keep them on their toes about how they can 

attack every single section. The attackers will, of 

course, find this very hard to pull off. When your 

network is segregated, it is easy to recover from an 

attack.  

Regulate Access 

You should also limit access to every part 

of your network. In an organization, certain 

employees should be permitted certain network 

parts through a password. This limited access gives 

you more control over who sees confidential data 

on a network.  

In addition, only allow your network users 

to access the internet if they are monitored. You 

should pass all the requests to access the internet 

through a proxy. Use this proxy (transparent) to 

monitor users’ network activities while accessing 

the internet. It would be good if you made sure that 

all connections (inbound and outbound) are not 

made by bots but by humans.  

 

Use Security Tools 

Your network is more vulnerable to 

attacks and threats if you do not use a security tool. 

These tools help to scan and inform you of 

vulnerabilities on a network, and they also help to 

detect any malicious activity on the network. 

Security plays its part in helping you eliminate 

some of these threats when found.  

For instance, you can place a firewall at 

every junction on the network. Firewalls help to get 

rid of any unauthorized access to a network. It also 

helps you to monitor and keep track of the traffic 

and activities going on in the network.  

 

Closely Monitor the Network 

It is not enough to use security tools. You 

must also constantly monitor the changes going on 

within a network yourself. This monitoring applies 

most especially to traffic. You need to know the 

outgoing and incoming traffic on a network and the 

purpose they serve.  

To get a good read, you can combine 

different information from the different security 

tools placed on your network to monitor the 

network’s activities accurately. It would also help 

if you stayed consistent in monitoring the network. 

It is the best way to recognize and prevent threats 

before they happen.  

 

Implement Deception Technology 

Deception technology creates a perfect 

decoy of your network, and this deceives an 

attacker into thinking they are attacking your 

network when they are attacking only a decoy. The 

deception technology also comes with a few other 

uses, such as making it easy to understand how 

a cybercriminal plans to attack a network.  

https://www.comptia.org/content/guides/a-guide-to-network-troubleshooting
https://cloudinfrastructureservices.co.uk/top-10-best-cyber-security-best-practices-to-prevent-cyber-attacks/
https://cloudinfrastructureservices.co.uk/remote-desktop-change-password-tutorial-rdp-10-ways/
https://cloudinfrastructureservices.co.uk/top-10-best-apache-web-server-monitoring-tools/
https://www.pcmag.com/encyclopedia/term/proxy-server#:~:text=A%20proxy%20server%20is%20a,on%20behalf%20of%20the%20user.
https://cloudinfrastructureservices.co.uk/squid-proxy-vs-haproxy-whats-the-difference/
https://en.m.wikipedia.org/wiki/Internet_bot
https://www.javatpoint.com/cyber-security-tools
https://cloudinfrastructureservices.co.uk/top-12-best-cloud-security-tools-to-secure-your-cloud-tech-stack/
https://abusix.com/glossary/malicious-activity/
https://www.simplilearn.com/tutorials/cyber-security-tutorial/what-is-firewall
https://cloudinfrastructureservices.co.uk/nist-password-guidelines-requirements-best-practices/
https://cloudinfrastructureservices.co.uk/top-10-best-apache-web-server-monitoring-tools/
https://cloudinfrastructureservices.co.uk/vlan-tagging-vs-untagged-vs-native-in-networking-explained/
https://cloudinfrastructureservices.co.uk/hub-vs-switch-whats-the-difference-network/
https://cloudinfrastructureservices.co.uk/what-is-application-security-types-tools-examples-explained/
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When an attacker attacks the decoy, you 

can study the techniques they use, so you can use 

this knowledge to strengthen your entire 

network. Cynet 360 is a perfect example of 

deception technology. 

 

Use Threat Intelligence/Employ a Threat 

Hunter 

With the basic knowledge of how network 

threat works, you can use this knowledge to hunt 

them down on a network and eliminate them 

actively. Of course, this works hand in hand with 

your security tools. If you aren’t quite familiar with 

the complexities of network attacks, you can also 

hire a threat hunter. Threat hunters specialize in 

helping you strengthen your network by 

implementing and upgrading security tools while 

they also actively search for threats on a network.   

 

IV. CONCLUSION 
As an organization, networks make it easy 

to carry out business operations. Many files and 

information are stored on this same network that 

can be accessed by its users and used for different 

purposes. At the same time, this said network is 

exposed to attacks and security threats. 

In this article, we have explained the 

meaning of network attacks and network security 

threats. With a basic understanding of these terms, 

it is clear that it is important to implement 

preventive measures to stop them from happening. 

You can use a security tool, segregate the network, 

use deceptive tools, or even hire a professional to 

help you out with network attacks and security 

threats. 

Web security threats are a form of 

internet-borne cyber security risk that could expose 

users to online harm and cause undesired actions or 

events. Web security issues can severely damage 

businesses and individuals. Common types of web 

security threats include computer viruses, data 

theft, and phishing attacks. While they are not 

limited to online activity, web security issues 

involve cyber criminals using the internet to cause 

harm to victims. They typically cause problems 

like denial of access to computers and networks, 

unauthorized access to and usage of corporate 

networks, theft and exposure of private data, and 

unauthorized changes to computers and networks. 

Web security threats and approaches have evolved 

in sophistication with the rise of faster mobile 

networks and smart devices. Increased web 

adoption through popular communication and 

productivity tools, as well as the Internet of 

Things, has outpaced the security awareness and 

readiness of most businesses and end-users. These 

web security issues will only increase as people 

become more reliant on the web, creating new 

vulnerabilities for attackers to exploit. Network 

Security is a very broad field and being a Network 

Security manager is not an easy job. There are still 

threats such as password attacks that have no 

prevention. Many of the threats set out to get 

personal information. In some attacks, the attacker 

tries to break the security systems through stealth, 

viruses, worms, or Trojan horses. In attacks like 

phishing attack the hacker creates a fake web site 

that looks exactly like a popular site such as the 

SBI bank and thus fools the user and retrieves the 

information. Computer and network technologies 

have intrinsic security weaknesses. Different types 

of web security threats include computer viruses, 

data theft, and phishing attacks. Web security 

threats typically lead to issues like denial of access 

and unauthorized changes to devices and networks 

and data exposure 
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